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Introducing Laplink RemoteAssist..
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Laplink RemoteAssist,;,, makes it quick
and easy for an IT technician to se-
curely connect to a customer PC over
the Internet. All the customer has to do
Is run a simple program and enter the
password that the technician has sup-
plied by phone, e-mail or chat. The tech-
nician can quickly proceed to monitoring,
testing, administering, and fixing prob-
lems on one or more customer PCs.

Glossary

Technician: Technical support representa-
tive who uses RemoteAssist to provide as-
sistance to the customer. In this guide, “you”
will always refer to the technician.

Technician PC: The computer that the tech-
nician uses to provide assistance to the cus-
tomer.

Customer: The person who receives assis-
tance from the technical service represen-
tative (the technician).

Customer PC: The computer used by the
person who requires technical assistance
(the customer).

System Requirements

Both computers must have access to the
Internet.

Technician computer:

® Operating System: Microsoft Windows
XP/2000/2003.

® Available hard-disk space: 15 MB.

® Intel or compatible Pentium or higher
processor.

Customer computer:

® Operating System: Microsoft Windows 98
/ 98SE / ME / XP / 2000 / 2003.

® Remote Desktop mode only: requires
Microsoft Windows XP Professional or
Server 2003.

® Available hard-disk space: 3 MB.

Install RemoteAssist

Technician computer:

Double-click on the RemoteAssist.exe setup
file and follow the installation procedure.

Customer computer:

The technician will guide the customer
through the installation procedure de-
scribed in the next section.

Create a Session

1. Start the program. In the login dialog,

RemoteAssist Login

LCompany 1D: |Company\'?< |

Login 1D: |agenlY |

Password: ssssss] |

[[] Enable secure connection (55L)

Bemember settings

Prowy Settings

enter company ID, technician ID, and pass-
word.

e If your computer uses a web proxy to
connect to the Internet, you may be re-
quired to enter the proxy settings. Click
the Proxy Settings button and enter
the username and password into the
Proxy Settings dialog.
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Create a RemoteAssist,, Session
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© You can choose to select “Enable secure connec-
tion (SSL])". This will enable the SSL encryption
for all customer sessions that you run with this
technician login.

2. In the Control Panel toolbar, click the Create
New Session button. To set up and connect to the
customer PC, follow the three-step procedure de-
scribed in the remainder of this section and in the
New Session window:

Rerl: TR WM G

Install the customer program.

Depending on your company’s preference and
the type of license it purchased, the customer
may use one of the following three sources for
downloading and installing RemoteAssist:

© Laplink-hosted website:

Instruct the customer to visit
http://www.getremoteassist.com/ and to se-
lect the appropriate language link. The cus-
tomer must accept the License Agreement
then click Download, and Open. The program
will prompt the customer to accept the license
agreement once more before it installs itself.

Note: Download of the setup file at dial-up
speeds may take between 5 and 10 minutes.
© Website hosted by the technician’s com-
pany:

The technician will provide the customer with
installation instructions.

© A file that the customer company’s IT de-
partment has placed on the customer PC:

The technician will provide the customer with
installation instructions.

Send the customer a message about down-
loading and installing the customer pro-
gram. Click the Generate Message button to
produce a default but customizable instruc-
tion for downloadifng the program from the
Laplink-hosted website. Copy, customize if
necessary, and paste the message into the
body of a chat or e-mail.

During the installation, the screen on the cus-
tomer PC may flicker and turn blank for a few
seconds. When installation is complete, the
program will display the dialog asking the
customer to enter a name and password:

'™ Laplink RemoteAssist

Flease enter the pazaword given to you by the Support oK |
personnel and your name.

Password: I Cancel |

Your Mame: I

[ Save a video log of this session Prowxy Settings |

The technician will have generated the pass-
word and provided it to the customer as de-
scribed in part 2. If the customer PC uses a
web proxy, the login dialog will display the
Proxy Settings button. To connect, the cus-
tomer may be required to obtain the proxy
settings from his or her company’s Network
Administrator, and to enter them in the Proxy
Settings dialog.

Inform the customer that he or she has the
option to record a video of the session by se-
lecting “Save a video log of this session”.
RemoteAssist will save the video to the cus-
tomer’s My Documents\Laplink\RemoteAssist folder.

The video will record the technician’s actions
as snapshots taken once every second.

Note: With some video cards, turning off hardware
acceleration on the customer PC may increase the
speed of video logging and data transfer during
the session.
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Create a RemoteAssist;, Session (continued)

2 Supply the customer with a password.

d.

Click the Generate Password button, and
RemoteAssist will automatically generate
a sequence of 13 characters: a 4-character
technician code, a dash, and a unique 8-char-
acter customer password.

2 &
To establish a connection between the customer's
computer and youts, please generate a new

password

The custamer will be prompted to enter this
password when sempting to fun the
Custorner client

Password,  FFFS-7E42C174
Walid il 6/29/2008

L —

The customer must enter all 13 characters.

b.

Note: RemoteAssist adds the technician code to
prevent the customer from connecting to the wrong
technician in the event of a mistyped password.

To send the password, click the Copy button
to store the password into the clipboard, then
paste the password text into the body of a chat
or e-mail. You can also provide the password
by phone.

Enter the customer name into the Customer
field. This will make record-keeping easier if,
for example, the customer enters an incom-
plete name or just the initials. Sessions Log
will display the name of the customer as en-
tered both by the customer and the technician.

Connect to the customer PC.

After the customer successfully downloads
the Remote Assist client program and en-
ters his or her password and name, the op-
tions and buttons in section three of the New
Session window will become available:
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u wil e able to connect
hoose from the following

C Remote Desktop

onnect to Customer's Computer

d. Choose the connection mode.

You can conduct a RemoteAssist session in one
or both of the two connection modes: Remote
Screen Sharing (RSS) and Remote Desktop
(RD). In addition to having the option of start-
ing a session in either mode, you can also start
in the RSS mode and switch to the RD mode
(but not in reverse) during the same session.
For example, to study the problem by watch-
ing the customer demonstrate or reproduce it,
first connect in the RSS mode:

(*)iRemote Screen Sharing

Thiz mode permits both the customer and
yourzelf to have control of the customer's
mouze and keyboard.

To fix certain problems, next switch to the RD
mode and log in as an administrative user. You
can switch during the RSS session: in the main
menu click Session and select Admin Remote
Desktop:

Help
n Remate Deskbop

Remote Screen Sharing allows you and the
customer to have simultaneous control of the
customer’s mouse and keyboard during the
session.

In the Remote Desktop mode, logging in by the
technician will lock the customer machine and
blank its screen until either party decides to
terminate the session. In the Remote Desktop
mode:

© RemoteAssist will ask the customer to give
the technician permission to take control of
the customer PC.
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The technician has to obtain the administra-
tor name and password from the company
or the customer.

Two separate logins are required. First,
the technician must use the adminis-
trator name and password to start the
RemoteAssist proxy service on the custom-
er PC. Second, the technician will log in to
Windows Desktop as the administrator, the
customer, or another user who has Remote
Desktop rights.

As noted earlier, Remote Desktop requires
the customer PC to run in Windows XP
Professihonal or Server.

Select screen sharing options (Remote
Screen Sharing mode only):

Click the Options button and select the fol-
lowing options (Note: Changing the defaults may
impact the performance):

Screen Sharing options g|

Force 256 color
[#] &t scroll at scresn edges

[ Show wallpaper

[ 0K ] [ Cancel ]

Force 256 color: Selected by default, this op-
tion limits the number of colors in the ses-
sion window to 256, but increases the speed
of data transfer.

Auto scroll at screen edges: Selected by
default, this option allows the technician to
scroll inside the session window simply by
moving the mouse, without dragging the
scroll bars.

Show wallpaper: When selected, this option
will allow you to see the client’'s wallpaper.
By default, this option is not selected for
faster data transfer.

taken once every second. You can view all vid-
eos of the sessions in Video Logs.

After you have finished specifying the options, click
the Connect to Customer’s Computer button. The
following screen will appear in the Remote Screen
Sharing mode under default program settings:

"™ Laplink RemoteAssist - 51bd4dd3 - Amy Smith
Help.

biter

VodipHiy | 1ouin ID:les5
odiy by

Logoff  MEHEIY connecte

d since: 6/15/2006 7:55:32 4M

15 51bd4dd3 - Amy Smith

1 — M

You are now ready to work on the customer PC.

To view the current session in full screen mode,
press Ctrl-Shift-F. Depending on the screen
resolution, the session window will expand to
occupy a portion or all of your display.

A simple status dialog with the Disconnect
button will appear on the customer’s desktop.
The customer can disconnect from the Remote
Screen Sharing session at any time by clicking
this button. Doing so will generate the confir-
mation dialog:

Agent Connected

9 This will disconnect any incoming connection and uninstall the RemateAssist Client Software.
./

Are you sure you want to disconnect?

Ves Mo

After clicking Yes, the client program will re-
move itself from the customer PC and the
“Remote Session Disconnected” message will
appear on the technician PC.

Save a video log

If you wish to save a video log of the session,
check the appropriate option box. The video will
record the technician’s actions as snapshots

The technician can terminate the session simply
by left-clicking on the session tab and selecting
“Close”.
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Control Panel toolbar

This toolbar displays all functions needed by the
technician to set up and run a session.

To display or hide the Control Panel, in the main
menu click View, choose Toolbars, and select
or deselect Control Panel. The functions are
grouped into the following categories:

Login

Log in and off

Click the Login/Logoff button in the Control
Panel. This will log off the technician and close
all open sessions.

Modify My Profile

Click the Modify My Profile button to change
your name, phone number, and e-mail address.
Use the Profile field for any additional informa-
tion you would like to include in your profile.
Click the Modify Password button to change
your password. Passwords are case-sensitive
and may contain only alphanumeric c haracters.
Note that RemoteAssist stores the technician
profile information on the program’s server.

Tools

Create New Session

RemoteAssist allows the technician to work with
several customers at a time. To add a new ses-
sion, click the Create New Session button and
repeat the procedure for installing RemoteAssist
on the customer PC (described on page 4).

For each session, there is a separate tab that
displays the customer’'s name and password:

| 7| 1fd3b900 - Amy Smith| 7 63956935 - Steve Jones |

- =
1T

Names entered by the customers at login.

File Transfer

During a session, the technician may wish to
quickly transfer files and/or folders between the
two PCs. To open the file transfer dialog, click
the File Transfer button in the Control Panel
(or pull down the View menu and select File
Transfer).

15 6557795 - Amy st [ 65297795 - Amy Smith]| < x

| C——
Agent Files Customer Files
‘: ADiocuments and Seftings\Adminishiator', ‘ ‘: ADocuments and Settingshamysh ‘

l Size  Modified HName I Size Modified
3/14/2008 25553 PM. () Application Data 3/1/2006 12:07:30 PM.
7/18/2005 6:23:37 PM {2 Cookies 672172006 11:33:03 &AM
12/1/2005 6:42.21 PM CDes /2172006 1:20:08 PM.
72372005 20055 /3172006 2.42.37 i
7/18/2005 11103 AM
1212020521535
7/18/2005 11:13:03 AM
71672005 1113030
/272005 20052 P
B8/29/2005 2:00:47 PM
71672005 113030
#1620 61545
9/8/2005 3:21:43 PM.
NTUSER DAT 1024K8 3n4ze2sazsEM | | ] Addbetieblog K8 47720871411 A
i doLOG TKE 6212008 11719PM | | [ NTUSER DAT 286K 672172006 120 23PM
nhuser.ini TKB  12/12/2005 2:23:00 PM E NTUSER.DAT.LOG 1KB  6/2172006 1:51:33PM
Brivsami TKE 61672006 30241 i

87102004 3504 AM
6/16/2006 B16:49AM
5/31/2008 1:16:37 PM
8/10/2004 33904 AM
6/16/2006 11:51:51 AM
21772008 11:48.28 AM
8/10/2004 3904 AM
8/10/2004 452:13PM
6/21/2006 31004 &M

5

) 3

&

| &)

Select the files or folders for transfer, then drag
and drop them between the technician and the
customer windows. In Remote Screen Sharing
mode, the program will display a warning on the
customer PC, asking the customer’s permission
to transfer files.

The File Transfer dialog appears as a separate
active session window. The technician can switch
to any active remote control session while the
file transfer is in progress.

View

Active Sessions

Use this feature to close or to switch between
existing sessions. To open the list of all running
sessions, click the Active Sessions button in the
Control Panel toolbar. To switch to a session,
highlight it and click the View button:

o St X

cedd?!
__E\use findowls]
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Sessions Log

To view the log, click the Sessions Log button in
the Control Panel toolbar (or click View in the
main menu and select View Sessions Log).

The Sessions Log contains information entered
by the technician and the customer. It includes
customer names, passwords and other informa-
tion important for record keeping and billing:

[ ecabt - amy Smith [ “tag | b
E B FO[EEE)

Timestamp | Code  Agent

Customer  Password

@6/12/20061:22:27 PM 1130 flea5 am Alex M 50203163

@ 612/20061:22:27 PM 1210 fleab
@)6/12/2006 1:28.19PM 1200 flead
Bl 6/12/20061:2821 PM 1000 fleaS
@6/12/2006 1:23:57 PM 1120 flea5 am 38455636
. B/12/2006 1:32:22 PM 1300 fleal am 3055636

€0 6/12/2006 1:37:37 PM 2000 HttpRequest: unable to read HHDHeuuer
|

[E])
T o

=

Note that the “Name” column in the Sessions
Log shows the name entered by the customer.
The “Customer” column represents the name
assigned to the customer by the technician.

Click on the appropriate symbol to include or
exclude each category in the displayed log:

X Errors

Warnings

Logons and logoffs

Informational messages

m S

File Transfer Logs

L)

Remote Control Logs
B Debug messages

To save the Sessions log to a text file, press the
Ctrl-S key combination while the Sessions Log
window is active.

Video Logs

Clicking the Video Log button simply takes you
to the folder that contains the session videos
saved by you or another technician.

© RemoteAssist saves session videos inside
the My Documents\Laplink\RemoteAssist fold-
er on the computer where the recording took
place. The technician can access this fold-
er using the Video Log button or manually;
the customer can access it only manually.
Please instruct the customer about the loca-
tion of the session videos.

©|f both the technician and the custom-
er choose to record a session video,
RemoteAssist will save the video on each
computer.

© The recording in the Remote Screen Sharing
mode will show the actions by both the tech-
nician and the customer. The recording in
Remote Desktop will show only the techni-
cian’s actions, because the customer PC is
locked.

© A session video is a series of snapshots of
the technician’s and/or customer’s actions
taken once every second.

©The technician can record a video of more
than one session at a time. However, he or
she has to select the recording option for
each session separately, when creating it.

@ Recordings will stop when either party ter-
minates or disconnects from a session.
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* Some system keys or key combinations are not sent to the remote host.

RemoteAssist integrates Remote Desktop Protocol (RDP), Microsoft’s proprietary technology
that allows users to connect to a computer running Microsoft Terminal Service. RemoteAssist
thus inherits many of the RDP’s characteristics. We have found that the following system keys
and key combinations are not sent to the customer PC during a RemoteAssist session:

Connection mode Display Mode System keys or key combinations NOT sent
to the remote host
Remote Desktop Full Screen o <ALT+TAB>, <CTRL+ALT+END>, <CTRL+ALT+DEL>
e Window key

e Window key + F (Opens the system search window])
* Window key + R (Opens the Run command line dialog)

e Window key + E (Opens Windows Explorer])

Remote Screen Sharing Full Screen All

Window <CTRL + ALT + DEL>

All these functions can be accessed with the mouse directly on the customer PC.

* The mouse is slow after the second Remote Screen Sharing session has started.

You may see this on computers operating in Windows 2000 and above. The issue usually re-
solves itself in a short period of time.
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